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Tip #1: Detect and remove rootkits Rootkits are stealthy software that hides its 
existence from the user. They can be very hard to detect and remove, and operate 
underneath the operating system. To find and eradicate these, try one, two, or all 
three of these programs: 

1. Bitdefender Rootkit Remover, get it at 
http://labs.bitdefender.com/projects/rootkit-remover/rootkit-remover/ 

a. Download and run the program. When loaded, click the green Start 
Scan button.  

b. The program runs quickly, and will notify you if it finds anything.  
c. If not, just close the program.  
d. If it finds something, let it remove the rootkit and then restart your 

system. 
2. Kaspersy Rootkit Remover, get it at 

http://usa.kaspersky.com/downloads/tdsskiller 
a. Download and run the program. When loaded, click the Start scan 

button. 
b. The program takes a minute or two to run, and will notify you if it 

finds anything. 
c. If not, just close the program. 
d. If it finds something, let it remove the rootkit and then restart your 

computer. 
3. GMER’s Rootkit Detector and Remover, get it at http://www.gmer.net/#files 

a. Download and run the program. Before you start the scan, check  the 
checkbox on the right for C: drive (instead of just a quick scan). 

b. The program will take a long time to run, and will notify you if it finds 
anything. 

c. If not, just close the program when it’s done scanning. 
d. If it finds something, let it remove the rootkit and then restart your 

computer. 

Tip #2: Detect and remove Malware 

1. Download and install Malwarebytes’ Anti-Malware tool, get it at 
http://www.malwarebytes.org/ (choose the grey ‘free download’ button) 

2. Be patient, the free download is from a ‘partner’ and they give you misleading 
buttons to download something other than the program, which should be 
named something like “mbam-setup-1.75.0.1300.exe”.   
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3. During the installation, you’ll see checkboxes, be sure to uncheck the one 

to ‘enable free trial of Malwarebytes Anti-Malware Pro’. 

4. Leave the other two boxes checked, the program will run and update itself. 

5. Then run a full scan of your hard drive(s). This will take some time. 

6. If it finds nothing, great! Close the program. 

7. If it finds something, be sure to view the results, check all the checkboxes 
and remove anything it finds. 

8. Then, restart your system and do another full scan. Rinse and repeat until 
you get a clean scan. Malware likes to hide itself in lots of different places 
to make it harder to remove. 

Tip #3: If needed, replace your current protection program 

If either tip #1 or #2 found anything, there’s a chance that whatever you’ve been using for computer security 
protection has been compromised. To be safe, you should uninstall whatever you have, and install 
something new. Here is our recommendation: 

1. Bitdefender Internet Security (current version is 2013), get it at www.bitdefender.com, be sure to 
check for good deals at www.amazon.com or www.buy.com (now rakuten.com but still a good 
source for discounted software). Bitdefender Internet Security 2013 won my annual face-off of top 
security  protection suites. 

2. If you just can't stand paying for computer security, we least dislike Microsoft Security Essentials, 
although the protection is totally not worth it in our humble opinion. We firmly believe that 
computer security is not the place to scrimp and save.. 

Once you purchase and/or download, install and update your protection software, be sure to run a full scan 
of your hard drive.  

Tip #4: Mac Users, scan your Mac! Macs may be 
immune to many of the threats to Windows PCs, 
but not everything. And your Mac can be a carrier 
for PC viruses you can pass onto PCs when you 
share files with them.  

Get the free Bitdefender Virus Scanner for Mac at http://www.bitdefender.com/solutions/virus-scanner-for-mac.html 
(or just get it in the Mac App Store) and use it to ensure your system is and remains safe. 

Tip #5: Android Smartphones need protection too! Android smartphones are 
increasingly threatened by hackers and others. Check the Google Play store for 
Bitdefender for Android or download it from: 
https://play.google.com/store/apps/details?id=com.bitdefender.security&hl=en 
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